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ABSTRACT

The rapid advancement of computer technology has necessitated a safer user environment, prompting the adoption of the
zero trust model, which verifies all internal and external network activities. This paper proposes an efficient network traffic
data-based dynamic access control method leveraging Software-Defined Perimeter (SDP) capabilities to implement zero trust
and address latency issues. According to the performance evaluation results, the detection performance of the proposed
scheme is similar to that of conventional schemes, but the dataset size was reduced by 62.47%. Additionally, by proposing
an adaptive zero trust verification approach, the dataset size and verification time were reduced by 83.9% and 9.1%,
respectively, while maintaining similar detection performance to conventional methods.
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Fig. 1. Zero trust architecture access model
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Fig. 2. Flowchart of a dynamic access control
method based on network traffic data
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Table 1. Categorical Feature List by Dataset

Dataset Categorical feature list
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flag, outcome
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Table 2. Setting Random Forest Parameters

Parameters | Value | Parameter description
n_estimators 100 [Number of trees
max_features | auto [Max features for split
min_samples_ 9 Min samples to split
split node
max_depth None |Max tree depth

Table 3. Setting Decision Tree Parameters

Parameters | Value | Parameter description
criterion gini |Split quality measure
max_depth None |Max tree depth
min_samples_ 1 Min samples at leaf
leaf node
max_features | None |Max features for split

Table 4. Setting XGBoost Parameters

Parameters Value | Parameter description
booster gbtree [Boosting: Tree
learning_rate 0.3 |Learn Rate
max_depth 6 Max Depth
n_estimators 100 |Boosting Rounds
objective bmgry- Objective

logistic
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Table 5. (KDD-NSL) Compare dataset size of
conventional and proposed methods (unit: KB)

Category Conventional | Dataset of the
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